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A &4 @R 5*2 (linear congruence)

QU0 ax = b (mod m) NFEFxBHIE
A BRNBLHTZ T, xo+ km
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A /4[R5 *% (linear congruence)
QW ax = b (mod m) PFFxBHE

¥ (inverse)

Ad&da =1 (modm), NIFRaNaEMBNE
{3l

1 5 is an inverse of 3 modulo 7
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A /4[R5 *% (linear congruence)
QW ax = b (mod m) PFFxBHE

% (inverse)
Ad&da =1 (modm), NIFRaNaEMBNE
QA

dgcd(a,m) = 18, aBBFEBEE
A HEMNESEa, Blx = ab (modm)
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1 Find an inverse of 3 modulo 7
1 Find solutions of 3x=4 (mod 7)

1 Find an inverse of 101 modulo 4620

Q&M | BESEAITEgcd(a, b)) IER, B THF
2 a, bR
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a B "-’Ejbéﬂﬁjﬁﬂ (ANATTHEL) BMSEE
GhFEE)

AL, Z=RZHF =, RARZHF =,
Xz HF =, FHILT?

x =2 (mod 3)
x =3 (mod))
x=2(mod 7)
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A PEFFRTEIE (Chinese remainder theorem)

T NINEHES
ml) mz, T manj(_w_lE_M/\MgiBngg’
a]_) az, ey an € Z’ )ﬂ\Uﬂ/ﬂ:\E$£/E
x = a, (mod m,)

x = a, (mod m,)

x =a,( mod m,)

BE—BY&Rm = mym, .. m,BI#
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QK “PDARIZ” (ol

x =2 (mod 3)
x=3(mod))
x=2(mod7)

Q PEFIREE

A & @& RA (back substitution)



J

QA F Y/ \EIL (Fermat’s little theorem)
d Sp A=A,
Qpta, NMaP~™t =1 (modp)
O XTEES

2a, a? = a(modp)



177 L/ N\EEITE 7%%2mod 11

Q EpNFRE,
Qpta, MaP~! =1 (modp)
Q WEEEKa, a? = a (modp)
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Q EnfEERIE IS VnEVREELR, Nn2 RN
O WERE, FEREIWVnLIRETERH

Q A
Q JUKREIARTESRE, BREKBIR
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Q EnfEERIE IS VnEVREELR, Nn2 RN
O WERE, FEREIWVnLIRETERH

Q A
Q JUKREIARTESRE, BREKBIR

d =EON A A
A SRS KIANRE 21 =1 (mod n) BVELRZ=EN
O ZE/\EIR: REEHRE
Q% E - TNVEEFRELL2 N EEIBYNZEET (pseudoprime)
a 0 341
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O {AZ=# (pseudoprime)
QLB IFRH, BEnesHEDL ! =1 (modn), NI
FRnzg PAb N EEBVN =N

QBEDNTE: B DRE
Q BREHELHTNE, TUBHEELNES

Q WEMLLEHFERED, NT 10 HRLBY
4 X 108D, (RERHZRE2 x 10+
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QA K UD/REN (Carmichael number)

QI NEH, Eb" ' =1 (mod n)XTHE
gcd(n, b) = 1BbEPANII, NFRnZE RAKUIRE
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QEFE561 2 FHU/RE

QignNEE, Bb" ! =1 (mod n)XNEE
ged(n, b) = 18YbERANIT, DUFRNZE RAKL/REN
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QA K UD/REN (Carmichael number)

Q1nNEH, Eb" ' =1 (mod n)XTHE
gcd(n, b) = 1BYbEPANII, NFRnZE RAKUIRE

A /o LUEIraEdt = 1 (mod n) FLFIIMI3zE
A I/ EnBNRIF IS ANEI NI
QA thiE/h< VnBIREER
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QR (primitive root)
dp NERY, L, PEPIFSHETUBIF
R, Wr2l=xHpl—TRE
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d Prove that 2 is a primitive root of 11.

d Prove that 3 is not a primitive root of 11.

QpNEY, 21, e ESHHTUSHEIE
R, MirEEEMpH— IR
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QR (primitive root)
dp NERY, L, PEPIFSHETUBIF
R, Nr2l=xHpl—TRE

QMR 8T RIEBFRR
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O EEVEY (discrete logarithm)
QAp AR, T2HFR, a € Z,HIFF
1 :57r° modp = aHe € Z,,, NiReBUrAfiKai&p
YR RIS
1 1cfFlog, a = e (RIEED)

0 [RIRBYE XARIE 5 BEVEB 14
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4 1rE1&11 Mlog, 340log, 5

QpNRH, r2ERR, a € Z,BIFT

Q&r°modp = aHe € Z,,, NFiRe2LIr NKat&Ep
YR BT

Q1C{Flog, a = e (FEED)
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O EEXVEY (discrete logarithm)
dp =, rEHRR, a€Z,BF =
d&Er®modp =aBe € Z,, NiReRLIrvfat&Ep
HE BV AL
0 1C1Flog, a = e (FBIEED)

A BBV ESRBESVEA
Q JUAFEBRSD
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0 502 (hashing function)
0 RE2 (key, OIREN—F04RS) IREY R AIBIE
BICREN
QERAEA/NANmM, h(k) =k modmE—EXFHD

AR, WHITUBRIPTEAE
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 Let (k) = k mod 111. This hashing function
assigns the records of customers with social
security numbers as keys to memory
locations in the following manner:

0 h(064212848) = 064212848 mod 111 = 14

d h(037149212) =037149212 mod 111 =65

d h(107405723) =107405723 mod 111 =14
QBPE, & NTEZRAGE—PIITHOA
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QAR LEN (Pseudorandom Number)
A BN E D ALERBEERZIENEBIA
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Q&4 [IFRE (linear congruential method)
L AR
0 =Hm
A EZHa: 2<a<m
Adi%sc: 0<c<m
QA fDSx,: 0<xo<m
O S ANBEN 2=

d x,., = (ax, + c) mod m
0=
Q WKR[0, 112 E8FEVEL, B, /mBITJ

dll




O ELE:

Q&% @R (linear congruential method)
L R4 TR
0 =Hm
A EZHa: 2<a<m
Adi%sc: 0<c<m
QA fDSx,: 0<xo<m
O S ANBEN 2=

A x,,.; = (ax, + c) mod m

Am =23 -1,a=7°c= 02 ENPERN—
S HOEEY, TLIRESEIMAR232 — 27
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L ®RE56F (check digit)
AN SREHFE

R MM IIBYE S
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£ INAREN

SR 7620, S35 ERF.

WEREFNERIGA: SCEREFRRNEIEA 2B

(217 216 215 2! mod 11 7,9,10,5,8,4,2,1,6,3,7,9,10,5,8,4, 2]

$E2: iTERE

Y=8§ mod]ll

SH3: RERYRERINS

=15 )

Y& o 1 2 3 4 5 6 7 8 9 10

e i B o X 9 8 7 6 5 4 3 2
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0 022 (encryption)

A TASHTHERIEE NS EIEOR =11
d Z8BBEIE, MEEXEBRIA
Q NI EXNE R TREZMIEFNINIIE
O FRNVISEIERGS (Caesar cipher)

RS ENNEZ, FSE s HFENX
Q B REZ f(p) = (v + 3) mod 26




el

FAfEHEBMNEE “MEET YOU IN THE PARK” AR EHEREM 47
B HEEHERERETNTFE. 53
124419 241420 813 1974 1501710

R, BIEGIH p BHRE f(p)=(p+3)mod 26, A]F§
157722 11723 1116 22107 1832013

BEIITHENFE~EMEHE “PHHW BRX LQ WKH SDUN”,
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028 (encryption)

1 TASHT-ERIEE T FHIEORTI =1
d Z8BBEIE, MEEXEBEIA
L NEENERBHTRELRIESIIE

0 f22R (decryption)

Ui T ZH~ARB=11
dBEEMNBVIMEIRBENTIE
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A {2230 (shift ciphers)
Q022 : flp) = (p + k) mod 26
QfRZ . £1(p) = (p—k) mod 26
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A /#2230 (shift ciphers)
Q02R: fip) =(p + k) mod 26
QfBER: £1(p) = (p—k) mod 26

d H8Y%245 (affine ciphers)
d 0% : f(p) = (ap + b) mod 26

O HH{NXHgcd(a, 26) = 1N TP
Q #2:. f~1(p) = alp —b) mod 26

U ARENSRIUABEANE—, FRENBNHIK
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d 25504 (cryptana ysis)
A ARENEDEMEERE, BRIFBETURE
U 2 LU P BRI

Q ANENEAEN, WiFkERYE

U B S URIENILUBH26iPEH, B
BB N HI R 2 IR

QWO ARBZEME: E13%. T9%. A8%.
08%. 17%. N7%. S7%. H6%. R6%

25
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A j@ﬁﬂ?‘ﬁ% (transposition cipher)

BN —
1 ER—

/\{

PIEREXIm

1,2,...m} EB— 1B (&)

RN EmAEN—H, ARFHTTENIE
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D AAETHEA, 2, 3, 4 MBS WBRUED, Kb (D=3, (=1, 3)=4,
a(4)=2,

(a) Mm% B4 34 8 PIRAT E ATTACK,

(b) % % % il B SWUE TRAE OEHS, XREHiZEBmER.

B (OHLEHEHXPHFERRS 44 FE—4H, 8% PIRA TEAT TACK, EmEE,
aH, RMNEE-ITFEBBRFE=(, £FE_-_I1FHBIAFE i, LE=1FHBRNF A,
BEBENAEHBPE 6. 8% IAPR ETTA AKTC,

(DFEE, cHiE#Hs 'IL1EFR2, 2T K4, 3R, 4RI, WEITHMNA '
(m) A8 88 3¢ USEW ATER HOSE, (#X#&F 8 &34 AN % AiEic, RO% 00 XL
USE WATER HOSE,) - |
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A j@ﬁﬂ?‘ﬁ% (transposition cipher)

O Bl — EREm

1 B — {“,,.”, P B —1&He ()
jﬁﬁﬁﬁm@Wﬁ—ﬁ,%myﬁﬁﬂﬁﬁ

A ZBENVKEAEMEBHEN, JLABYSZEHNE
O ANBERISMIF TR
d 2 —FTPRIREV DB 2343 (Block Ciphers)
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A 253 R4 (Cryptosystems)
d ZiERfAEhtA (P,CKED)
O P (plaintext): BN SEHNES
Q C (ciphertext): BV BHNES
O K (key space): ZiHBNES
A E (encryption): JIZREHES
A D (decryption): EERENES

1
|

QD (Ex(p) =p



d FLIRZRES RS (private key cryptosystems)

Jd A1 }F,M‘S\ZHBELEUHT A—*DB g/ ~= /\TZ\) ﬁ
AR 7]D TR

0 ZEH %EZEHLU\%DL, SN URIRIRIFE
d % /ﬁluﬁi AANMEWRABNRE




FLEAZRIS ARG (private key cryptosystems)
AERBXOBARIXERN, AFIBRERRAS—1EH,
AH- UDM BT

0 ZEETEREA A KIS, SUTRREFEY
Fﬁ%’%/ﬁuﬁ EAFERIABRNRE

~—

d NIABIE ARG (Public Key Cryptography)
Q AENEBERE, %}iﬁq@?‘@ﬁ
Q JURNFNEER, BREINARE
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O RSAZRIE AR
Q1976 FBMITH =R S & BH

Ronald Rivest Adi Shamir Leonard Adelman
(Born 1948) (Born 1952) (Born 1945)
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NBERE

O RSAJ2R
A G EVINERZEH(n, €)
d n = pg @M T RKRENBITRR
Q eiBged(e,(p —D(@—-1) =1
A BB EFNFENEEBI]
dA->00,...,Z2->25
0 2Nfij—2H, NRKREKX, {B2N78I2525...25B81Un
A 182X
O B ZHMBIZ N CH
C =M¢modn

§
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Al RSA E# R X EHI(2537, 13) K E STOP ¥ . EE 2537=43 - 59, p=43
Mq=59 ¥, #H
ged(e,(p—1)(g—1)) = ged(13,42 « 58) =1
WM ATnE, RILSTOPHFEBERENOHT. AR IUBF-ANILEHFH
#H (A %H 2525<2537<C252 525), 1§ 3
1819 1415

FAF 0 A B 51 X 4 46 i
C = M" mod 2537

FAtREREFEETE, v18 1819 mod 2537=2081 M 1415" mod 2537=2182, MEFHWHEHE N
2081 2182, 4
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dn=pq, gedle, p—D(@-1)) =1
JC = M°modn

N

0 RSAfRER

AQE2450de=1(mod (p — 1)(g - 1)),
C% = M (mod n)
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A RSAZRE ARG
QNS5
O #3002 V=& ptlq
Q x5((p-1)(q-1) EEHe

Q B pHIgN RS
A BR L BEEAITEedNE
A AIRREREEHER

QA8 (n,e)EXETTEpAlq

0 6002A18In, ELIE2017FRSMBVARBDHESET
4F
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d 2253 17Y (Cryptographic Protocols)
1 LT AR BRI

d AliceA 0Bob O] L Q0 M IL=2REH
1) Alice fi Bob M E{#FEH -1 R& p M p —T IR a.
2) Alice T8 — N FV BB b, M o' mod p K% 4 Bob,
3DBob %k BE PR EEE L, HH d*mod p KiX % Alice,
4) Alice 8B (a" )" mod p,
5)YBob i+ E (a" ) med p.
Q H=28p, a, a® mod p, a®2 mod pEFT BLATT
Q BBk, ky, a*1*2 mod pEHRER
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1 205 %523 (Digital Signatures)
DAFDW\VJBE% SHR, BUTANREARD ?

DA; N% 2?3 *QDDM%D%M’ /l D(n,e)(M)E\%z/ﬁ\B
ABBRHMm e), JLUERNZRRETE

E(n,e) (D(n,e) (M)) —
MMEBEE, BZXRIOARAKRIE
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